Subject: Cyber Security Advisory - VMWare Workstation & Fusion Patch Update
(Advisory No. 10)

Introduction.  Multiple vulnerabilities affecting VMWare Workstation & Fusion

have been identified and addressed through upgrades by VMWare.

2. CVE Details. CVE-2024-22267 (a use-free vulnerability) allows an attacker with
local administrative privileges to execute arbitrary code on the host. CVE-2024-22268 (a heap
buffer-overflow vulnerability) which can potentially lead to a denial of service condition. CVE-
2024-22269 & CVE-2024-22270 (information disclosure vulnerabilities) allows attacker to
access privileged data with local administrative privileges.

3. Recommendations.  Users are advised to apply security patches by updating

VMWare Workstation to version 17.5.2 or later and Fusion to version 13.5.2 or later.



